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ABSTRACT

This paper presents a review of the literature on a secure algorithm for the management of cloud-based Picture Archiving and
Communication Systems (PACS) using a hybrid cryptographic scheme. The selected articles were analyzed based on their
research methodology, outcome of research, and remarks. The review highlights the various approaches used in secure algorithm
design, their strengths and limitations, as well as the metrics used to evaluate their performance and effectiveness. The findings
emphasize the importance of efficient key management, confidentiality, integrity, non-repudiation, and resistance against different
security attacks in the design of secure algorithms for PACS management.
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1. INTRODUCTION

The management of medical images and patient data in cloud-based Picture Archiving and Communication Systems (PACS)
requires robust security measures to ensure the confidentiality, integrity, and availability of sensitive information. This literature
review aims to explore existing research related to the design of a secure algorithm for cloud-based PACS management using a
hybrid cryptographic scheme. By conducting a systematic search in the Scopus database, relevant articles were selected for
detailed analysis and review. The purpose of this review is to provide a comprehensive understanding of the theoretical and
conceptual background in this area, identify research gaps, and highlight the significance of developing a secure algorithm for
PACS management.

2. METHODOLOGY

A systematic literature search was conducted in Scopus using keywords such as "secure algorithm," "cloud-based PACS," "hybrid
cryptographic scheme," and related terms. The search was limited to articles published in peer-reviewed journals within the past
five years to ensure the inclusion of recent research findings. A total of 8 articles were selected for detailed analysis and review.
The selected articles were analyzed based on their relevance to the topic, methodology, key findings, and implications for secure
algorithm design in cloud-based PACS management.

3. REVIEW OF LITERATURE

1. Sahoo et al. (2022). Key management for better security.
- Methodology: The authors propose a method that uses an image as a key to encrypt another image using RSA.
- Outcome of Research: The encryption and decryption time were found to be higher than the traditional method.

- Remarks: The evaluation based solely on encryption and decryption time may not be sufficient. Other metrics, such as entropy
and avalanche effects, should be considered.

2. Krishnapriya & Smitha (2017). Image security.

- Methodology: The researchers use a Linear Feedback Shift Register (LFSR) to generate random numbers and perform XOR
operations to shuffle and encrypt the pixels.
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- Outcome of Research: The output image is completely different from the original image, and the Number of Pixel Change Rate
(NPCR) is 99.582%.

- Remarks: The study lacks coverage of key management, storage methods, and other important aspects. Evaluating security
based solely on NPCR may not be sufficient for real-life applications.

3. Chen et al. (2005). Security measures in PACS image acquisition and transmission.

- Methodology: The researchers propose a PKI-based security approach, including digital signature and data encryption using
various algorithms.

- Outcome of Research: The encryption and decryption algorithms of Blowfish and IDEA perform well on most DICOM
images. SHA1 is recommended for security implementation.

- Remarks: The study provides insights into encryption and decryption performance but lacks a comprehensive evaluation using
popular security metrics.

4. Mondal et al. (2015). Efficient and secure image encryption algorithm.

- Methodology: The researchers propose a permutation-substitution architecture using LFSR and RC4 key sequence for
encryption.

- Outcome of Research: The proposed algorithm shows visual differences between the input and output images and exhibits
resistance against statistical, differential, and brute force attacks.

- Remarks: The scope of the study is broader, covering efficient key management, but other objectives need to be addressed.
5. Anusudha, K. (2018). Provision of secure medical image transaction.

- Methodology: The researcher proposes a hybrid algorithm involving bit plane slicing, stream ciphering, spread spectrum
watermarking, and Diffie Hellman key exchange.

- Outcome of Research: The algorithm demonstrates high effectiveness based on NPCR and entropy metrics.
- Remarks: Key management during image transmission is not covered in the study.

6. Navamani, T. M., Bharadwaj, A., Agrawal, R., Agarwal, U. (2019). Preservation of DICOM Images Confidentiality and
Integrity during transmission.

- Methodology: The researchers implement a solution using AES and Blake Hash Function algorithms to ensure confidentiality
and integrity during DICOM image transmission.

- Outcome of Research: The AES algorithm provides confidentiality, and the Blake Hash Function ensures integrity. The
solution supports encrypted storage and transmission of DICOM files.

- Remarks: The study lacks an evaluation with popular security metrics to benchmark the strength of the solution.
7. Leelasantitham & Kiattisin (2013). Encrypting DICOM header to protect patient information.
- Methodology: The authors propose a technique that encrypts the DICOM header using the jerk chaotic system.

- Outcome of Research: The technique provides confidentiality and has high key sensitivity. The power spectrum analysis
supports its effectiveness.

- Remarks: The study lacks a comprehensive evaluation of other security aspects and relies on the analysis of the power
spectrum.

8. Song et al. (2022). Efficient encryption and decryption of medical image.

- Methodology: The researchers propose a parallel computing approach based on a permutation-substitution architecture of
chaotic encryption.

- Outcome of Research: The parallel processing shows superior efficiency compared to serial processing, and the proposed
cryptosystem exhibits resistance against various attacks.

- Remarks: The performance efficiency depends on the system architecture.
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4. CONCLUSION

This review presents a summary of the methodologies, outcomes, and remarks of each reviewed article, highlighting the various
approaches and their implications for the design of a secure algorithm for cloud-based PACS management. The findings
emphasize the importance of efficient key management, confidentiality, integrity, and resistance against security attacks. Further
research should consider a comprehensive evaluation using multiple security metrics to ensure the effectiveness and robustness of
the proposed algorithms.
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